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RECORDS
MANAGEMENT?




Records

e Records serve as

e -
immutable evidence |7

of an activity or

transaction |, Tightly controlled [

performed by an

 Must be tightly |7

controlled and
auditable




Types of Records

o List Item

Database

8~ Message

&= Comment




Records Management

Determines:

— What information should
be classified as a record

— How records should be =
created

— When records can be
archived or destroyed

— Who should be able to
access records




Records Management needs...

Content analysis
* File plans

e Compliance
requirements

e Audit
* Disposition
schedules

e E-Discovery and E-
Hold




Challenges for RM Projects

e What information
should be classed as
a record?

e When does a
document become a
record?

 Where should | keep
my records? How
long?



RECORDS
MANAGEMENT
OPTIONS IN
SHAREPOINT
2010




In-place Records

Documents marked as
records remain in their
original location

e Benefits:

— Supporting information
maintained in-context

— Easier for collaborators
to find their content

— No additional site
provisioning required




Archive Store

Suits organizations with
dedicated records
management functions

e Benefits:

— Additional metadata, policy, or
workflow might be required for
records.

— Centralized management.

— Ease of access.

— Control over archive structure.
— Tighter governance enabled.
— Better scalability.




Hybrid Approaches

 Method depends upon
type of record
— Document vs. List Item
— Email vs. Messenger
 Multiphase disposition
— In Place

— Archive based on status
or metadata

— Automate via workflow




Record Center

 Multiple instances

e Central archive for
holding records

* Enterprise site
template

* Create in a separate
site collection




Structuring a Record Center

* Base on file plan

* Concentrate on policy:

— lgnore internal company
structures

e Common drivers for

structure:
— Security policy

— Storage
— Retention policy
— Audit settings

— Content types



The Document ID Service

* Provides a unique ID
and URL for a
document.

e Enabled via the
Document ID feature
[site collection scoped].

* Document IDs are
assigned via a Timer
Job.




Creating a Records Center

Create records center, setup document ID,
and declare a record



Content Organizer

Converts metadata into
structure

* Drop-Off Library:

— Temporary upload
location

— Content held until
required metadata is
provided

* Rules Engine:

— Provides rules for the
system to decide where to
place a record.




Creating Rules

Rules stored in the
Content Organizer
Rules list

* Options:
— Rule Name

— Rule Status and Priority

— Submission Content
Type

— Conditions

— Target Location




Content Organizer

Word promotes Author property, a rule
routes content on the Author property



Manual Record Declarations

e Submit directly into
the Record Center:

— Useful for external data
stores R—
 Mark a record in-place
in a document library. \
* Send a document to a -
Record Center.




Defining Information Policy

o Specify the event that activates this stage and an action that should eccur ence the
| stageis activated.

Events define
activation parameters o i e

& This stage is based off a date property on the item
. ° Time Period: |Created Date ;I +| Iyears vl
o Act I O n S S p e C I fy  set by a custom retention formula installed on this server:

Action
o o . - . . .
a Ct I V It to e rfo r m When this stage is triggered, perform the following action:
y p |Trar|sfer to another location = |
Type of transfer: ' Copy

o Rete ntion pOIiCieS ;:Zyi and leave a link
Destination location: ISend to RM 'I
a | | OW fo r re CO rd ;;Tigiferred due to organizational ;I

declaration at key .
dates in the content | s

lifecycle R el

ccording to the event defined above. Use recurrence

until the next stage is activated

oK Cancel




HOLDS AND
DISCOVERY




What Is a Hold?

Preservation of content
for legal or audit
purposes

 Preserves the state of
the content at the time
of the hold

e Commonly the result of
pending legal litigation

 Goes hand in hand with
electronic discovery




What Is eDiscovery?

e Discovery of electronic
content for legal or | = -
audit purposes ‘

e Locating through
culling the corpus for
content matching a set
criteria

e This can include any
electronic document or
item.




Discovering Content

Discover content using Search and Add to Hold

page (available from site settings for top-level
site).

e Select the site to search (Optional).

* Create search criteria.

* Optionally preview the results.

Search Criteria )
Currently selected site:

Specify the site that you want to search and the search terms related to the hold.
|http:j',fintranet,fsitesj'ECMForTheMasses‘ Select Site |
You can specify complex searches using the keyword syntax. Learn more about keyword syntax.

Enter one or more search terms into the box below:

|Trey

Preview Results |



Associating Content with Holds

WERITED,

L] L
. I n d I V I d | | a | ,gConlpliance Details - Promotional Program - Apollo -- Webpage Dialog

Y, Use this dialeg to determine what retention stage an item is in. You can also take action
RILE] keep this item in compliance with organizational policy.

[}
I te I I I S I I l a y b e Retention Stages (acquired from content type)

Event Action Recurrence  Scheduled occurence date
d d d M Created + 1 years Move to Recycle Bin  No 9/16/2011
a e u S I n g Created + 3 years  Permanently Delete No
Name Promotional Program - Apollo.pdf
t h C m I M Content Type Contoso
e O p I a n C e Folder Path Promotional Programs
Exemption Status Not Exempt

Exempt from policy

° °
D et a I S I a O Hold status Not on hold
[ ] Add/Remove from hold

Record Status Not a record
Declare as a record

Generate audit log report

‘E Promaotional Program - Apollo + |9/18,
IEL'l Promotional Program - Gre View Properties 9,18,

vul L} Edit Properties

|E£| Promotional Program

- Cl
'm Promotional Program - Vul .3 Edit Document 9/16, i

_b Check Out

hdd document

| Compliance Details

(%5 Workflows




Releasing Items and Holds

* The eDiscovery process can include results:
— That are not relevant to the hold
— That are not legally required

* The Compliance dialog can be used to
release an item from a hold.

* Holds have a lifecycle and can be released
when no longer required.

* Holds can be released by viewing the hold
list item and selecting Release hold... link.



Viewing Items in a Hold

Use hold reports to view:
— Status of holds
— [tems associated with holds
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Creating Retention Policies

Name and Administrative Description

The name and administrative description are shown to list managers when configuring policies on a list
or content type.

Policy Statement

The policy statement is displayed to end users when they open items subject to this policy. The policy
statement can explain which policies apply to the content or indicate any special handling or information
that users need to be aware of.

Retention

Schedule how content is managed and disposed by specifying a sequence of retention stages. I you
specify multiple stages, each stage will occur one after the other in the order they appear on this page.

Note: I the Library and Folder Based Retention feature is active, list administrators can override
content type policies with their own retention schedules. To prevent this, deactivate the feature on the
site collection.

Name:

Standard Retention Policy

Administrative Description:

This policy can be consider the standard ;I
retention policy for Contoso. _|
v

Policy Statement:

This document or record is associated ;I
with the Stanard Retention Policy. _I
w

[v Enable Retention

Non-Records
Specify how to manage retention on items that have not been

declared records:

Event Action Recurrence

Last Modified + 7 years Move to Recycle Bin  No

Add a retention stage...

» Note: You can specify a different policy that applies once an

== item has been declared a record.

Records
Specify how to manage retention on records:

(" Use the same retention policy as non-records

(® Define different retention stages for records:

Event Action Recurrence

Declared Record + 7 Move to Recycle No
years Bin

Add a retention stage for records...




Assignhing to a Content Type

Policies are associated with a ite Content Type Information
Content type- Name: Project Import

* Association happens at one of two Descripton:

. Parent: Contoso
SCOpeS- Group: Custom Content Types
— Site Content Type _
Settings

— List Content Type
@ Name, description, and group

* Where a policy is created and where 8 Advanced seftings
it is associated determines scope and  |= verkfow settings
reuse B Delete this site content type

B Information management policy settings

B Manage publishing for this content type

Specify the Policy Specify the policy: | @ Document Information Panel settings
Specify the information management policy for this content type. If you would like to use one of this O None

site's predefined policies then select "Use a site policy”. Alternatively, you can directly create or edit the

policy settings. " Define a policy...

® Use a site collection policy:

ISOX Compliant Retention ;I

Description:
Standard retention policy for SOX compliance recordss

0K Cancel




MANAGED
METADATA




Database that contains
information relating to
taxonomies.

Each Managed Metadata
Service Application is a
single instance of a term
store.

Includes groups, term sets,
terms, and keywords.

Web applications can have
associations to multiple
term stores.

Group

VvV
Term Set

h 4
Terms




Groups and Term Sets

[ )
Groups Term Store
— Contain one or more (1

term sets \/

— Provide a security
boundary for term set
administration
(managers, contributors)

* Term Sets

— Containers used to
organize terms

— May assign stakeholders Terms

— Configurable submission
policy and tagging
options




Predefined values that
represent taxonomy
objects.

Can be nested up to
seven levels deep.

Terms can be associated
with other terms as
synonyms.

Ability to define custom
sort order.

Organizational terms can
be included that are not
used in data selection.

Term Store

Group

VvV
Term Set

VvV
Terms




Publishing and Updates

* |dentify which site
collections will serve
as content type hubs
and which will act as
subscribers.

* |dentify stakeholders
and create a
taxonomy
maintenance plan.

e Set schedules for a
content type hub and
subscriber updates.

Subscriber




Syndication

-

Managed Metadata
Service Application

\

[Web Application A [Web Applicatio

Content Type Hub /Content Type Subscrifer

S | -
. ® = y - .« == y




Content Type Syndication

Publish and consume an enterprise content
type



